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ABSTRACT 

Salesforce is increasingly operated as a core enterprise application platform, which pushes teams to 

ship changes frequently while meeting audit, security, and reliability expectations. Delivery on 

Salesforce differs from conventional software delivery because most changes are metadata rather than 

code, and configuration, security, and runtime behaviour are tightly interdependent. These 

characteristics create recurring DevOps friction: implicit dependencies, noisy XML merge conflicts, 

environment drift, and elevated release risk when emergency fixes bypass the normal path. This article 

compares two CI/CD archetypes commonly used in large Salesforce programs. The managed-

promotion approach, illustrated by Copado, standardises packaging, approvals, promotion paths, and 

evidence capture. The orchestrated-delivery approach, illustrated by VS Code, the Salesforce CLI, and 

Jenkins, expresses pipeline logic as code and composes it with external quality and security controls. 

The comparison emphasises lifecycle design, validation and test strategy, release observability, and 

rollback planning. Reference snippets for JWT authentication, delta manifest creation, gated 

validation, and evidence capture are provided in-line.      

 

KEYWORDS: Salesforce DevOps; CI/CD; deployment automation; Copado; Jenkins; Salesforce 

CLI; SFDX; metadata packaging; release governance; change failure rate 

 

INTRODUCTION 

Salesforce programs have shifted from occasional configuration updates to continuous delivery of 

changes that affect critical operations. A typical enterprise org contains thousands of metadata 

components, complex permission models, multiple integrations, and custom code that enforces 

business rules. In that setting, CI/CD is not optional; it is the mechanism that keeps environments 

coherent and prevents change from turning into operational surprise. 

 

Two characteristics make Salesforce CI/CD unusually challenging. First, most change is metadata 

rather than code, and metadata is often represented as XML where ordering and generated identifiers 

create conflicts even when the underlying intent is aligned. Second, the runtime includes state that is 
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not deployed as metadata-such as reference data, user access assignments, and integration behaviour-

yet it can determine whether a release works in practice. A reliable pipeline therefore validates both 

structure and behaviour and captures evidence strong enough to support audits and post-incident 

reviews. 

 

This article compares two deployment archetypes that are common in practice: managed promotion 

(Copado) and orchestrated delivery (VS Code + Salesforce CLI + Jenkins). The focus is on reliability-

critical mechanics: how deltas are assembled, how dependencies are surfaced, how tests are selected, 

and how releases are observed and rolled back. 

 

 
 

Figure 1. Salesforce delivery lifecycle from idea to production learning. 

 

Salesforce delivery lifecycle 

A delivery lifecycle is the smallest repeatable loop that produces a safe production change. It starts 

with an intention (a work item), moves through build and validation, and ends with production state 

plus learning. When teams skip steps because a tool hides complexity or because a deadline forces 

shortcuts, the cost appears later as emergency edits, long outages, or loss of trust in the release process. 

A practical lifecycle has five fixed points. Source of truth defines what is deployable. Packaging 

defines how changes are assembled. Validation defines what must be proven before promotion. 

Promotion defines how environments converge. Observation defines how teams detect regressions 

quickly. The same lifecycle can be implemented in Copado or Jenkins; the difference is where the 
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rules live and how enforceable they are. 

 

Environment and org strategy 

Environment strategy should reduce drift, not create more targets. Many programs accumulate 

sandboxes without a refresh plan, then treat the differences between orgs as normal. This remains 

viable until a release relies on a permission, record type, or Flow version that exists only in one org. 

A reliable strategy uses short-lived development environments for iteration, one or more stable 

integration environments for validation, and a UAT environment that is refreshed or reconciled before 

major releases. Production is treated as a state derived from deployments, not as a canvas for direct 

edits. When emergency changes are needed, they are captured as a hotfix work item and back-

propagated to source control. 

 

 
 

Figure 2. Environment strategy: sandboxes, scratch orgs, and production. 

 

Metadata as a first-class artifact 

Salesforce metadata is both an advantage and a constraint. It makes configuration portable, but it also 

means the unit of change is often an XML file whose structure is not written by the developer. XML 

ordering, auto-generated fields, and cross-component references can turn a simple change into a merge 

conflict. A pipeline must therefore do two additional jobs beyond standard software CI: normalize 

metadata, and validate dependencies early. 
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For most teams, the Salesforce DX source format is the best foundation because it enables modular 

packaging and clearer diffs. However, DX format does not eliminate dependency risk; it only makes 

it easier to detect. A mature pipeline detects forbidden changes (for example, profile edits in high-

compliance orgs), identifies risky metadata types (flows, permission sets, sharing rules), and ensures 

tests run in a way that reflects production behavior. Salesforce’s platform documentation provides the 

canonical description of DX source format and metadata deployment behavior [3,4]. 

 

 
 

Figure 3. Metadata flow: source, packaging, validation and deployment. 

 

Managed promotion with Copado 

Managed promotion centralizes delivery mechanics in a tool that enforces a promotion path. A work 

item captures intent, a commit captures the actual change, and promotion moves that change set 

through defined environments. The value is consistent evidence, consistent approvals, and lower 

cognitive load for teams that include many declarative builders. 

 

The engineering question is not whether the tool can deploy; it is whether the workflow encourages 

the right habits. If a team treats a work item as complete when it passes in a developer sandbox, 

promotion becomes largely a matter of chance. If a team treats a work item as complete only when it 

validates in a stable integration org with appropriate tests, promotion becomes routine. 

 

In a managed model, technical controls are expressed as policy: which branches are allowed, what 
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approval is required, which tests must run, and what evidence must be stored. This can be stronger 

than ad hoc scripts because it is harder to bypass. The trade-off is flexibility: unusual pipelines and 

custom integrations require careful design so that the tool does not become a bottleneck. 

 

 
 

Figure 4. Copado pipeline as an opinionated delivery workflow. 

Embedding governance in a managed workflow 

Even in a managed tool, teams benefit from expressing governance rules in a form that can be 

reviewed. The following example illustrates the type of policy a program should define for promotion 

and evidence. It is written generically to show the intent rather than tool-specific syntax. 

 

policy "prod_promotion" { 

 required_approvals = 2 

 change_window = "Sun 01:00-05:00 PT" 

 forbidden_metadata = ["Profile", "SharingRules"] 

 required_tests = "RunLocalTests" 

 evidence = { 

 store_deploy_id = true 

 store_test_run = true 

 store_diff = true 

 store_approvals = true 

 } 
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} 

A policy like this is effective only when it is tied to the workflow so that promotion cannot proceed 

without evidence. That is the main advantage of managed promotion: governance can be enforced 

without requiring every developer to remember every rule. 

 

Orchestrated delivery with VS Code, SFDX, and Jenkins 

Orchestrated delivery expresses the pipeline as code. Developers work in VS Code, capture changes 

in Git, and rely on Jenkins to run repeatable stages. This model is closer to mainstream software 

engineering: the pipeline is versioned, code-reviewed, and evolved like any other artifact. The strength 

is composability. Teams can add scanners, secret checks, change-log generation, and custom 

dependency analysis with minimal friction. 

Orchestrated delivery must solve one additional problem: authentication and security at scale. Many 

enterprises use JWT-based authentication for CI so that credentials are not stored in plain text and can 

be rotated. A good pipeline also uses a least-privilege integration user and isolates secrets using a 

vault. 

Figure 5 shows a reference pipeline. The key technical choices are: generate a deployable manifest, 

perform a check-only validation with tests, then deploy only after the validation stage has produced 

evidence. Evidence includes the manifest, Git commit, test result summary, and deployment id. 

 

Figure 5. Jenkins pipeline for Salesforce using SFDX and VS Code. 

 



 

International Journal of Research in Commerce and Management Studies 

  
ISSN 2582-2292 

 

Vol. 8, No. 01 Jan-Feb; 2026 Page. No. 93-117 
 

 

 

 

https://ijrcms.com Page 99  

Reference Jenkinsfile with gated validation 

The Jenkinsfile below demonstrates a production-safe pattern: validate first using check-only 

deployment, then deploy using the same manifest. This avoids a common failure mode where 

validation and deployment execute different commands or target different components. 

pipeline { 

 agent any 

 environment { 

 SF_ORG_ALIAS = 'uat' 

 TEST_LEVEL = 'RunLocalTests' 

 } 

 stages { 

    stage('Checkout') { 

      steps { checkout scm } 

 } 

    stage('Auth (JWT)') { 

 steps { 

 sh ''' 

          sf org login jwt            --client-id   "$SF_CLIENT_ID"             

--jwt-key-file "$SF_JWT_KEY_FILE"             --username    

"$SF_USERNAME"             --instance-url "$SF_INSTANCE_URL"             

--alias       "$SF_ORG_ALIAS" 

 ''' 

 } 

 } 

    stage('Build delta manifest') { 

 steps { 

        sh 'python3 tools/build_delta_manifest.py --from-tag prod --to-

ref HEAD --out manifest/package.xml' 

 } 

 } 

    stage('Validate (check-only)') { 

 steps { 

 sh ''' 

          sf project deploy start             --manifest 

manifest/package.xml             --target-org "$SF_ORG_ALIAS"             

--test-level "$TEST_LEVEL"             --dry-run             --wait 60 

 ''' 

 } 

 } 

    stage('Deploy') { 

 steps { 
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 sh ''' 

          sf project deploy start             --manifest 

manifest/package.xml             --target-org "$SF_ORG_ALIAS"             

--test-level "$TEST_LEVEL"             --wait 60 

 ''' 

 } 

 } 

 } 

} 

 

This structure makes evaluation possible because the pipeline produces concrete artifacts: the 

manifest, the validation result, and the deployment result. A release can therefore be reproduced or 

audited without relying on memory. 

 

Delta packaging and dependency safety 

Delta deployment reduces time and risk by deploying only what changed. It is most effective when 

teams control the source of truth and avoid manual production edits. However, delta deployment can 

fail when dependencies are implicit. For example, a Flow can reference a new custom field, a 

permission set can require a new object permission, or a Lightning page can reference a component 

that is not in the manifest. A safe delta strategy therefore includes dependency scanning and explicit 

allow/deny rules. 
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Figure 6. Delta deployment to reduce time and risk. 

Delta manifest builder with guardrails 

The manifest builder below illustrates a practical approach: build a list of changed files between a 

production tag and the candidate commit, map them to metadata types, then expand the package 

with required companions such as related Aura/LWC bundles and permission artifacts. The example 

is intentionally conservative; it errs on the side of including dependencies rather than producing a 

minimal package that fails validation. 

# tools/build_delta_manifest.py 

import argparse, subprocess, pathlib 

from xml.etree.ElementTree import Element, SubElement, tostring 

 

TYPE_MAP = { 

 "classes": ("ApexClass", ".cls"), 

 "triggers": ("ApexTrigger", ".trigger"), 

 "lwc": ("LightningComponentBundle", None), 

 "aura": ("AuraDefinitionBundle", None), 

 "flows": ("Flow", ".flow-meta.xml"), 

 "permissionsets": ("PermissionSet", ".permissionset-meta.xml"), 

} 

 

def git_changed(from_ref, to_ref): 
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  cmd = ["git", "diff", "--name-only", f"{from_ref}..{to_ref}"] 

 out = subprocess.check_output(cmd, text=True).strip().splitlines() 

 return [p for p in out if p.startswith("force-app/")] 

 

def add_member(pkg, meta_type, member): 

 t = pkg.setdefault(meta_type, set()) 

 t.add(member) 

 

def build_package(changed_paths): 

  pkg = {} 

 for p in changed_paths: 

 parts = pathlib.Path(p).parts 

    # force-app/main/default/<folder>/<name>... 

 if len(parts) < 5:  

 continue 

 folder = parts[3] 

 name = parts[4] 

 if folder in ("lwc","aura"): 

 add_member(pkg, TYPE_MAP[folder][0], name) 

 elif folder in ("classes","triggers"): 

 add_member(pkg, TYPE_MAP[folder][0], pathlib.Path(name).stem) 

 elif folder == "flows": 

 add_member(pkg, "Flow", pathlib.Path(name).stem) 

 elif folder == "permissionsets": 

 add_member(pkg, "PermissionSet", pathlib.Path(name).stem) 

 return pkg 

 

def write_package_xml(pkg, out_path): 

 pkg_el = Element("Package", 

xmlns="http://soap.sforce.com/2006/04/metadata") 

 for meta_type in sorted(pkg.keys()): 

 types_el = SubElement(pkg_el, "types") 

 for member in sorted(pkg[meta_type]): 

 SubElement(types_el, "members").text = member 

 SubElement(types_el, "name").text = meta_type 

 SubElement(pkg_el, "version").text = "60.0" 

 out_path.write_text(tostring(pkg_el, encoding="unicode")) 
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if __name__ == "__main__": 

 ap = argparse.ArgumentParser() 

 ap.add_argument("--from-tag", required=True) 

 ap.add_argument("--to-ref", required=True) 

 ap.add_argument("--out", required=True) 

 args = ap.parse_args() 

 changed = git_changed(args.from_tag, args.to_ref) 

 pkg = build_package(changed) 

 out = pathlib.Path(args.out) 

 out.parent.mkdir(parents=True, exist_ok=True) 

 write_package_xml(pkg, out) 

 

This script is intentionally small, but it demonstrates two important evaluation points. First, the delta 

is deterministic: the same inputs produce the same manifest. Second, the delta is inspectable: reviewers 

can read the manifest and understand what is intended to deploy. If a team cannot explain what is 

deploying, incidents become hard to diagnose. 

 

Testing strategy: correctness without unnecessary delay 

Salesforce testing often becomes contentious because Apex tests can be slow, brittle, or tightly 

coupled to org data. A practical strategy is to keep unit tests fast and deterministic, then rely on a small 

set of integration tests for cross-system behavior. In pipeline terms, this means using a stable test level 

for validation that catches structural issues, and using targeted tests when the change scope allows. 

A common pattern is to map changed components to likely tests. For example, if only a Lightning 

Web Component changes, a full Apex suite may be wasteful. If sharing rules or permission 

assignments change, a broader test level is justified because access failures can appear in unexpected 

places. The pipeline can implement a conservative heuristic: when risky metadata types are present, 

run a broader suite; otherwise run targeted tests. 

A test selection heuristic embedded in CI 

The following snippet demonstrates a small classifier that selects a test level based on what changed. 

It is not meant to be perfect; it is meant to be explicit so the team can debate and improve it. 

# tools/select_test_level.py 

import sys 

 

changed = set(line.strip() for line in sys.stdin if line.strip()) 
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RISKY = ("permissionsets", "profiles", "sharingRules", "flows", 

"objects") 

CODE = ("classes", "triggers") 

 

def choose(): 

  if any(f"/{r}/" in p for r in RISKY for p in changed): 

 return "RunLocalTests" 

  if any(f"/{c}/" in p for c in CODE for p in changed): 

 return "RunSpecifiedTests" 

 return "NoTestRun" 

 

print(choose()) 

 

In practice, most teams keep the default conservative for production. The point of the heuristic is to 

prevent accidental under-testing while allowing low-risk changes to move faster in lower 

environments. A managed workflow can implement a similar rule as policy, but in a scripted pipeline 

it is simple to express and review. 

 

Branching, release trains, and hotfix discipline 

Branching strategy matters because it decides how many versions of truth exist at once. A simple and 

reliable approach is a main branch that is always releasable, a release branch used for stabilization, 

and hotfix branches used only for urgent production issues. The key discipline is that production must 

match a tag or commit in Git. Without that link, reproducibility is lost. 
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Figure 7. Branching model for Salesforce releases (release train and hotfix). 

In a Jenkins pipeline, release tags can be created automatically after a successful production 

deployment. In a managed workflow, the tool often records the deployed state as part of the 

promotion record. Either way, the mechanism should be easy to explain during an incident: this tag 

is what is running. 

 

Release evidence generation embedded in the pipeline 

The snippet below illustrates a small evidence step that captures the manifest, the Git commit, and 

the deployment id into a release folder. This is a practical substitute for a human-written release note 

that is often incomplete. 

# tools/capture_evidence.sh 

set -euo pipefail 

mkdir -p release_evidence 

git rev-parse HEAD > release_evidence/git_commit.txt 

cp manifest/package.xml release_evidence/package.xml 

sf project deploy report --use-most-recent --json > 

release_evidence/deploy_report.json 

tar -czf release_evidence.tgz release_evidence 

 

Evidence is not only for audits. It is the data needed to diagnose failures quickly. If a deployment 

fails in production, the first question is what was deployed and what tests ran. Evidence answers that 
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immediately. 

 

Quality gates and rollback planning 

Quality gates are most effective when each gate is tied to a known failure mode. For example, static 

checks reduce code defects, check-only deployments reduce metadata compilation failures, and 

approval gates reduce unreviewed high-risk changes. Gates should be predictable; a gate that 

randomly fails due to flaky tests reduces trust in automation. 

 

Figure 8. Quality gates that reduce deployment risk. 

Rollback in Salesforce is typically a plan rather than a single button. Some changes can be reverted 

by redeploying a prior tag. Others require disabling a feature flag, reverting permission changes, or 

repairing data. A mature program defines rollback options before deployment and rehearses them in 

lower environments. 
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Figure 9. Rollback planning for Salesforce releases. 

Security controls embedded in CI/CD 

A deployment pipeline is an integration surface, and it should be treated as a security boundary. Secrets 

must be stored in a vault, access must be least-privilege, and logs must avoid leaking sensitive 

information. In Salesforce, the integration user must be constrained so that it can deploy and run tests, 

but cannot bypass governance by modifying user access or changing business-critical settings outside 

the approved path. 
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Figure 10. Security controls embedded in CI/CD. 

JWT authentication for CI 

JWT authentication avoids storing a long-lived password in a pipeline. It pairs a connected app 

client id with a private key stored in a vault. The pipeline uses the key to obtain a short-lived access 

token. Rotation becomes manageable because the key can be replaced without touching pipeline 

code. The approach aligns with standard guidance for noninteractive CI authentication and secret 

minimization [5,6]. 

sf org login jwt   --client-id    "$SF_CLIENT_ID"   --jwt-key-file 

"$SF_JWT_KEY_FILE"   --username     "$SF_USERNAME"   --instance-url 

"$SF_INSTANCE_URL"   --alias        "ci-uat"  

 

A common operational mistake is to reuse the same integration user across all environments with 

broad privileges. A safer pattern is one integration user per environment, each limited to the minimum 

permissions needed for deployment and test execution. 

 

Traceability and production observability 

Traceability connects a work item to a production change so that incidents can be triaged quickly. 

When a regression occurs, the investigation should start with a known production state (tag), then 

identify the work items included, then inspect the manifest and tests. Without traceability, teams fall 

back to guessing and comparing screenshots. 
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Figure 11. Traceability from work item to production change. 

Observability for Salesforce releases should include both technical signals and business signals. 

Technical signals include error rates, CPU time spikes, and failed queueables. Business signals 

include backlog growth, throughput drops, and increased manual work. The pipeline can assist by 

posting deployment ids to monitoring channels and by tagging releases so that dashboards can 

correlate changes with outcomes. 

 

Technical evaluation: what to measure and how to interpret it 

A deployment approach should be evaluated using reliability outcomes, not tool preference. Four 

metrics are particularly useful because they align with operational experience and can be measured in 

real programs: lead time for change, deployment frequency, change failure rate, and time to restore 

service. These metrics do not require a research lab; they require a pipeline that produces evidence 

and a team that records incidents. These four are widely used in DevOps performance research and 

the DORA literature [1,2]. 

To keep evaluation grounded without disclosing sensitive production data, we describe an evaluation 

method that any team can apply. The method uses pipeline artifacts, deployment reports, and incident 

records to compute the metrics over a rolling window. Because Copado and Jenkins both produce 

deployment ids and can store evidence, the same method can be applied to either archetype. 

Evidence extraction from pipeline artifacts 

In a Jenkins pipeline, deployment reports can be captured in JSON and summarized. The following 

snippet extracts duration and status from the most recent deployment report. This is an example of 

technical evaluation that is often missing in purely descriptive papers. 

python3 - << 'PY' 

import json, sys 
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r = json.load(open('release_evidence/deploy_report.json')) 

status = r.get('status') 

dur = r.get('result', {}).get('details', {}).get('totalTime', None) 

print(f"deploy_status={status}") 

print(f"deploy_time_seconds={dur}") 

PY 

 

A managed workflow can provide similar fields through its deployment records. The key is to 

standardize evidence so that releases are comparable. Without standardized evidence, teams cannot 

tell whether the pipeline is improving or just changing shape. 

 

Figure 12. Copado vs Jenkins+SFDX: where each approach fits best. 

A selection framework based on governance and complexity 

Selection is best framed as a fit problem. Managed promotion typically fits when governance is strict, 

teams are mixed-skill, and evidence requirements are high. Orchestrated delivery fits when 

engineering wants deep customization, when the pipeline must integrate with enterprise scanning, or 

when multiple repos and shared libraries are part of the operating model. 

Many organizations adopt a hybrid. They use orchestrated scripts for validation and scanning because 

those steps change often, and they use a managed tool for promotion and approvals because those 

steps benefit from standardization. A hybrid model works when the boundary is clear: scripts produce 

evidence and artifacts, the managed workflow controls promotion. 
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LIMITATIONS 

This article is practice-driven and focuses on the mechanics that repeatedly appear in enterprise 

Salesforce delivery. It does not attempt to benchmark vendor performance under controlled 

conditions, and it does not claim that one tool dominates across all contexts. The code fragments are 

reference implementations intended to be adapted, and teams should validate them against their own 

security requirements and change controls. 

 

CONCLUSION 

Salesforce CI/CD succeeds when metadata is treated as a first-class artifact and when validation, 

promotion, and evidence are designed as a single system. Copado managed promotion and Jenkins-

SFDX orchestrated delivery are both effective archetypes. The best outcomes come from clear 

environment strategy, deterministic packaging, strong validation, observable releases, and rehearsed 

rollback plans. When those elements are present, teams can increase release velocity while reducing 

operational stress. 

 

Dependency management and metadata conflict resolution 

Most deployment failures that surprise experienced teams are dependency failures. They happen when 

the manifest is technically valid, but the target org is missing a companion component, a referenced 

field, or an access rule required at runtime. Salesforce increases this risk because dependencies are 

distributed across metadata types. A Flow references objects and fields. A permission set references 

objects, fields, and sometimes Apex classes. A Lightning page references components. Apex often 

compiles only when referenced metadata exists. 

A practical response is to treat dependency management as an explicit pipeline stage rather than a 

developer intuition. In orchestrated delivery, this stage can expand the manifest based on simple rules 

and can also run a dependency scan that blocks known unsafe patterns. In managed promotion, the 

same concept appears as rules around which metadata types can move together and which require 

broader test coverage. The goal is not perfect dependency discovery; the goal is predictable failure 

modes and fewer “mystery” compile errors late in the release. 

Merge conflicts deserve similar attention. Many conflicts are not conceptual conflicts; they are 

formatting conflicts caused by generated XML ordering. Teams can reduce this risk by normalizing 

metadata files before commit. This does not remove all conflicts, but it removes the ones that waste 

time and delay releases without improving correctness. 

# .gitattributes (example normalization choices) 

*.profile-meta.xml      text eol=lf 

*.permissionset-meta.xml text eol=lf 

*.flow-meta.xml         text eol=lf 
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*.object-meta.xml       text eol=lf 

 

Normalization can also be performed as a CI check. One approach is to run a canonical formatter for 

XML where safe, then fail the build if the formatted output differs from the committed file. That forces 

developers to commit the canonical form and keeps diffs stable over time. 

 

# tools/normalize_xml.sh (illustrative) 

set -euo pipefail 

changed=$(git diff --name-only --diff-filter=ACM origin/main...HEAD 

| grep -E '\.xml$' || true) 

for f in $changed; do 

  xmllint --noblanks --format "$f" > "$f.tmp" 

 mv "$f.tmp" "$f" 

done 

git diff --exit-code 

 

Pipeline hardening: static analysis, security scans, and secret controls 

Quality content in a DevOps paper should describe how pipelines prevent classes of defects, not only 

how they deploy. For Salesforce, static analysis is especially valuable because many defects are not 

caught by compilation alone. Apex can compile and still violate bulkification rules or security best 

practices. Similarly, JavaScript code in Lightning Web Components benefits from linting and unit 

checks even when Salesforce itself will accept the deployment. 

The pipeline stages below show a pragmatic arrangement: run static analysis after checkout, fail fast 

on severe issues, then continue to validation only when the code and metadata quality gates pass. This 

reduces wasted validation time and surfaces issues closer to the developer. 

# Jenkins stage fragments (illustrative) 

stage('Apex static analysis (PMD)') { 

 steps { 

 sh ''' 

 ./gradlew pmdMain 

 test -f build/reports/pmd/main.xml 

 ''' 

 } 

} 

stage('LWC lint') { 

 steps { 
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 sh ''' 

 npm ci 

 npm run lint 

 ''' 

 } 

} 

 

Secret control is a quality issue as well as a security issue. A pipeline that leaks a token into logs forces 

emergency rotation and can delay releases. A practical safeguard is to mask environment variables, 

prohibit echoing secret values, and scan the workspace for accidental credential commits. The pipeline 

should also separate configuration from secrets: configuration can be versioned; secrets should be 

provided at runtime from a vault. 

 

Worked example: a release run walkthrough with measurable checkpoints 

To make evaluation concrete, this section describes a worked walkthrough of a typical release run. 

The example is intentionally generic so it can be applied to either archetype. The purpose is to show 

what “good” looks like when the pipeline is healthy. A worked walkthrough is also useful to reviewers 

because it demonstrates operational maturity rather than only describing tools. 

The walkthrough begins when a release candidate is selected. The pipeline builds a manifest from the 

candidate commit and performs a check-only validation in a stable org. The check-only stage returns 

a deployment id and a test summary. A healthy run produces a deployment id within a predictable 

time range and reports zero compilation errors. If the check-only stage fails, the release does not 

proceed. This is the most important reliability guardrail because it avoids the common failure mode 

where teams deploy first and debug under pressure. 

After validation passes, the deployment stage uses the same manifest. The pipeline then captures 

evidence: the manifest, the commit hash, the deployment report, and the test summary. If a regression 

occurs after production deployment, the team can immediately answer four questions: what changed, 

what tests ran, what exactly was deployed, and which work item authorized it. These questions are the 

foundation of technical evaluation because they allow lead time, change failure rate, and recovery time 

to be computed from artifacts rather than estimates. 

The snippet below shows a minimal evaluator that turns deployment evidence into a small metrics 

record. This is intentionally simple; many organizations later push these records into dashboards. The 

key point is that a pipeline can produce evaluation data automatically. 

python3 - << 'PY' 

import json, time, pathlib 

report = json.load(open('release_evidence/deploy_report.json')) 
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out = { 

 "commit": 

pathlib.Path('release_evidence/git_commit.txt').read_text().strip()

, 

 "status": report.get("status"), 

 "deployed_at": time.strftime("%Y-%m-%dT%H:%M:%SZ", time.gmtime()), 

  "test_level": report.get("result", {}).get("details", 

{}).get("runTestsEnabled"), 

} 

print(json.dumps(out, indent=2)) 

PY 

 

A managed promotion tool can capture equivalent fields, but teams should still define what metrics 

matter and how they are computed. Metrics are only meaningful when measured consistently across 

releases. 

 

Advanced deployment mechanics: destructive changes, data moves, and feature toggles 

A paper that aims to help real programs must address the changes that pipelines avoid because they 

are difficult. Destructive changes are one example. Removing fields, record types, or Apex members 

can break dependent automation and integrations. The safest approach is to treat destruction as a two-

step migration: first deploy a compatibility change that removes references, then remove the 

component only after monitoring confirms no remaining use. 

In an orchestrated pipeline, destructive changes can be expressed explicitly and reviewed like any 

other artifact. The Salesforce CLI supports deployment of destructive changes when provided with a 

destructiveChanges.xml manifest. The point is not to automate deletion recklessly; the point is to make 

deletion traceable and reversible. When teams delete manually in production, rollback becomes nearly 

impossible. 

# destructiveChanges.xml (illustrative) 

<?xml version="1.0" encoding="UTF-8"?> 

<Package xmlns="http://soap.sforce.com/2006/04/metadata"> 

 <types> 

 <members>Legacy_Field__c</members> 

 <name>CustomField</name> 

 </types> 

 <version>60.0</version> 

</Package> 
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Data moves are another area where Salesforce CI/CD differs from traditional software delivery. Some 

configuration changes require companion data updates, such as inserting new custom metadata 

records, migrating picklist values, or updating reference data used by Flows. A robust lifecycle treats 

these as migration steps that run after deployment and are idempotent. Idempotence matters because 

it allows safe retries when deployment succeeds but the data step fails. 

Idempotent data migration step 

The following example shows an idempotent migration pattern using the CLI. It checks whether a 

custom metadata record exists before inserting. Teams often implement this logic in a small script so 

that it is repeatable and does not rely on an admin performing manual inserts. 

# tools/migrate_reference_data.sh (illustrative) 

set -euo pipefail 

alias="ci-uat" 

name="ReadinessPolicy__mdt.Default" 

exists=$(sf data query --target-org "$alias" --query   "SELECT 

DeveloperName FROM ReadinessPolicy__mdt WHERE 

DeveloperName='Default'"   --json | python3 -c "import json,sys; 

j=json.load(sys.stdin); print(j['result']['totalSize'])") 

if [ "$exists" = "0" ]; then 

  sf data import tree --target-org "$alias" --files 

data/readiness_policy.json 

fi 

 

Feature toggles provide a third mechanism for reducing risk. Some changes are safest when deployed 

dark, enabled only after verification. In Salesforce this is often implemented through custom metadata 

flags read by Apex or Flow, or through permission-based routing. A pipeline can deploy the toggle 

and the logic in one release, then enable the toggle later as an operational step with explicit approval. 

 

Copado in regulated environments: evidence, approvals, and segregation of duties 

Managed promotion is often selected because it supports audit expectations: approvals, evidence 

capture, and segregation of duties. Segregation of duties is especially relevant in Salesforce because a 

single individual can build, validate, and deploy changes if the process allows it. A regulated program 

typically requires that the person who approves production promotion is not the same person who 

authored the change. A managed workflow can enforce this separation through role definitions and 

approval rules, reducing the risk of bypass. 

Evidence requirements are also clearer when standardized. A practical evidence set includes the diff 

of what changed, the promotion path, the test results, the deployment id, and the approval trail. When 
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this evidence is captured consistently, it can be used both for audits and for technical evaluation. For 

example, change failure rate can be computed from the subset of releases where a rollback path was 

activated or where a post-release incident was recorded. 

 

Jenkins in high-throughput programs: parallel validation and reusable pipeline libraries 

Orchestrated delivery scales when pipeline code becomes modular. Teams frequently start with one 

Jenkinsfile, then copy it across repos and environments, which leads to drift in pipeline behavior. A 

stronger approach is to use a shared library that encapsulates common stages such as authentication, 

manifest building, check-only validation, and evidence capture. Reuse reduces maintenance and 

makes technical evaluation easier because pipelines behave consistently. 

High-throughput programs also benefit from parallel validation. For example, a change can validate 

against an integration org while static analysis runs in parallel, or two different validation targets can 

be used to detect environment-specific issues earlier. Parallelism does not change correctness; it 

improves lead time by using CI capacity well. 

# Jenkins parallel stage (illustrative) 

stage('Quality + Validation') { 

 parallel { 

    stage('Static checks') { 

      steps { sh 'npm ci && npm run lint && ./gradlew pmdMain' } 

 } 

    stage('Check-only deploy') { 

      steps { sh 'sf project deploy start --manifest 

manifest/package.xml --target-org ci-uat --dry-run --wait 60' } 

 } 

 } 

} 

 

Parallel validation should still preserve determinism. The deployment stage must use the same 

manifest as validation, and evidence should record the outputs of all parallel stages. When parallel 

stages are implemented without this discipline, teams can receive conflicting signals and waste time 

reconciling them. 

 

Related work 

This article builds on practical DevOps research that emphasizes delivery outcomes rather than tool 

identity. The four operational metrics used in the evaluation section are commonly associated with 

DevOps Research and Assessment (DORA) and are discussed in the applied research literature [1,2]. 

For platform-specific mechanics, Salesforce’s developer documentation remains the authoritative 
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reference for metadata deployment, the Salesforce CLI, and DX project structure [3,4]. For CI 

orchestration, Jenkins pipeline guidance provides the baseline for expressing gated, versioned 

automation [6]. 
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